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NATIONAL SECURITY ACT AMENDMENTS OF 1973
CHAPTER -~PUBLIC LAW

/H.R., /

An Act to protect the security of the foreign intelligence
activities of the United States

Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled,

Section 1. This Act may be cited as the National Security
Act Amendments of 1973.

Section 2. Section 102 of‘the National Security Act of 1947,
as amended, is amended by adding a new subsection {g) to vead as
Afollovvs:

(g} In the interests of the security of the foreign
intelligence activities of the United States and in order
further to implement the proviso of section alOZ(d)(B) of
this Act that the Director of Central Intelligence shall be
responsible for protecting intelligence sources and methods

from unauthorized disclosure--
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(1) The Director of Central Intelligence shall
have authority to issue rules and regulations for the
protection of intelligence sources or methods from
unauthorized disclosure and shall provide for the
classification as ''Sensitive Intelligence Sources and
Methods' of any information of any kind:

a: revealing the existence or nature of either
a source or method for collecting foreign intelligence
information or materials, and
b. the unauthorized disclosure of which could

lead to counteraction jeopardizing the productivitity

of such source: or methods.

(2) Whoever, being or having been an officer or
employee of the United State; Government, or being
or having been a contractor of the United States Govern-
ment, or being or having been an employee of a con-
tractor of the United States Government, and in the
course of such relationship becomes entrusted with
"Sensitive Intelligence Sources and Methods'' information,
knowingly communicates or causes to be communicated
such information or any part thereof to an unauthorized
person shall be fined not more than $10, 000 or imprisoned

not more than ten years, or both,
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(3) The term "unauthorized person" means any
person or agency not authorized by the President or
by the Director of Central Intelligence with the approval
of the President to receive such information classified
""Sensitive Intelligence Sources and Methods. "

(4) Whenever in the judgment of the Director of
Central Intelligence any person has engaged or is about
to engage in any acts or practices which constitute, or
will constitute, a violation of this section, or any
regulation or order issued thereunder, the Attorney
General on bebalf of the United States may make appli-
cation to the appropriate court for an order enjoining
such acts or practices, or for an order enforcing
compliance with the provisions of this section or any
regulation or order issued thereunder, and upon a
showing by the Director of Central Intelligence that
such person has engaged or is about to engage in any
such acts or practices, a permanent or temporary
injunction, restraining order, or other order may be

granted.
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. NATIONAL SECURITY ACT AMENDMENTS OF 1973
CHAPTER --PUBLIC LAW

[H.R. /

An Act to protect the security of the foreign intelligence
activities of the United States

Be it enacted by the Senate and House of Representatives of the United
States of America in Congress assembled,
Section 1. This Act may be citea as the National Security Act
A_men.dments'df‘ 1973,
Section 2. Section 102 of the National Security Act of 1947,
as amended,. is amended by adding a new subsection (g) to read as
follows:
(g) In the interests of the security of the foreign
- intelligence activities of Iﬁhe United States and in order
further to implement the proviso of section;102(d)(3) of
this Act that the Dil;ector of Central Intelligence shall be
responsible for protecting intelligence sources and methods
from upduthorized disclosure--
(1) The Director of Central Intelligence shall
promulgate rules and r.egulations for the protection
of intelligence sources and methods from unauthorized

. disclosure.
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(5) Whoever, being or having been an officer
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or having been a contractor of the United States Govern-
ment, or being or having been an err}ployee of a con-
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‘the Director of Central I.ntelllgence, knowingly
< L_eMMwWCmTES

directly or indir ectly impazts, discloses, publishes,
divulges, or makes known in any manneﬂ or causes
CoMMUMCATED
to bel imparted, disclosed, published, divulged, or
made known in any manner] such mformatmn or any
part thereof tol any person not entltled to receive it
under law or executive order or rules and regulations
of the Director of Central Intelligenceﬂshall be fined '
not more than $10, 000 or imprisoned not more than
ten years, oxr both.
. (6) Whenever in the judgment of the Director
-of Central Intelligence any person has engaged or is
about to engage in any acts or préctices which con-
SECTION
stltute, or will constitute, a violation of this #itfe,
or any regulation or order issued thereunder, the
 Attorney General on behalf of the United States may
~make application to the appropriate court for an order
enjoining such acts or practices, or for an order en-
CECTLEN
forcing compliance with the provisions of this %itte
or any regulation or order issued thereunder, and
upon a showing by the Director of Central Intelligence
that such person has engaged or is about to engage in

~any such acts or practices, a permanent or temporary

-3
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injunction, restraining order, or other order may be

granted.
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. NATIONAL SECURITY ACT AMENDMENTS OF 1973
CHAPTER --PUBLIC LAW

/1. R. /

An Act to protect the security of the foreign intelligence
activities of the United States

Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled,

Section 1. This Act may be cited as the National Security Act
Amendments of 1973.

Section 2. Section 102 of the National Security Act of 1947,
as amended, is amended by adding a new subsection (g) to read as
follows:

(¢) In the interests of the security of the foreign
intelligence activities of the United States and in order
further to implement the proviso of section 102(d)(3) of
this Act that the Difector of Central Intelligence shall be
responsible for protecting intelligence sources and methods

from unauthorized disclosure--
{1) The Director of Central Intelligence shall
promulgate rules and regulations for the protection
of intelligence sources and methods from unauthorized

disclosure.
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(2} The term "intelligence sources' means
the purveyors of information and materials forming
the basis of foreign intelligence.

(3) The term 'intelligence methods!" means
the procedures, systems, devices or techniques
used in gathering, assessing, analyzing, and
exploiting information and materials forming the
basis of foreign intelligence.

(4) Whoever possesses information relating
to intelligence sources or methods is required before
imparting such information to another person, to
determine and verify that such other person is law-
fully entitled to receive it.

(5) Whoever, being or having been an officer
or employee of the United States Government, or being
or having been a contractor of the United States Govern-
ment, or being or having been an employee of a con-
tractor of the United States Government, and in the
course of such relationship becomes possessed of
information relating to intelligence sources or methods
which has been classified pursuant to Presidential

Directive or rules and regulations promulgated by

-
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the Director of Central Intelligence, knowingly
directly or indirectly imparts, discloses, publishes,
divulges, or makes known in any manner, Or causes
to be imparted, disclosed, published, divulged, or
made known in any manner, such information or any
part thereof to any person not entitled to receive it
under law or executive order or rules and regulations
of the Director of Central Intelligence shall be fined
not more than $10, 000 or imprisoned not more than
ten years, or both,

(6} Whenever in the judgment of the Director
of Central Intelligence any person has engaged or is
about to engage in any acts or practices which con-

sECTeoat
stitute, or will constitute, a violation of this &iffe,
or any regulation or order issued thereunder, the
Attorney General on behalf of the United States may
make application to the appropriate court for an order
enjoining such acts or practices, or for an order en-

<ECTEEN

forcing compliance with the provisions of this $itle
or any regulation or order issued thereunder, and
upon a showing by the Director of Central Intelligence
that such person has engaged or is about to engage in
any such acts or practices, a permanent or temporary

-3
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injunction, restraining order, or other order may be

granted.
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NATIONAL SECURITY ACT AMENDMENTS OF 1973

CHAPTER --PUBLIC LAW

/[H.R. /

—

An Act to protect the security of the foreign intelligence
activities of the United States

‘Be it enacted by the Senate and House of Representatives of the United

States of America in Congress assembled,

Section 1, This Act may be citgd.a.s the_Nat_iopa.l Security
.ACtI Anﬂendments of 1973,

Section_Z.' Secfion 102 of.the National Secuﬁty Act of 1947,
as amended, is amended by adding a new subsection () t§ read as
'folldws::'

‘(g) In the interests oflthé security of the foreign
intelligence activities of the United States and in order
. furtﬁer to'implement the proviso of section ;102(d)(3) of
this Act_ that the Director of Central Intelligence shall be
_ J.:e'sponsible for protecting intelligence sources and methods

-frdrﬁ unauthorized disclosure--

(1) The Director of Centfal Intelligence shall
. promulgate rules and regulatiohs for the protection
of Intelligence Data from unauthorized disclosure.
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(2) The term '"Intelligence Data'’ means
(A) classified information and materials
acquired, obtained, or used in intelligence
activities of the United States concerning
foreign countries and foreign nationals, and
(B) classified intelligence sources and
methods

(3) The term "intelligence sources' means the

- purveyors of information and materials forming the
basis of foreign intelligenc'e.‘

(4) The term "inﬁelligence methods" means the

. procedures,. systems, devices or techniques used in

| gathering, assessing; analyzing, and exploiting infor-~
mation and materials forming the basis of foreign
intevllig ence,

(5) Whoev‘er possesses information relating to
Intelligence Data is required, before imparting such
information to another pexson, to determine and verify
that such other person is lawfully .entitled to receive

”such Intelligence Data. . |
(6) Whoever, being or having been an officer

- or employee of the United States Government, or being
“2a
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or having been a contractor of the United States
Government, or being or having been an employec
of a contractor of tllle United Stafes Government and
in the course of such relationship becomes posse‘ssed
of Intelligence Data, knowingly directly or indirectly
-imparts, discloses, publishes, divulges, or makes
known in any manner, or causes to be imparted,
disclosed, published, divulged, or made known in
- any manner, such Intelligence Data or any part there-
of to any person not entitled to receive Intelligence
Data under law or executive order or rules and
regulations of the Director of Central Intelligence
shall be fined not more than $10, 000 or imprisoned
not more than ten years, or both.

(7) Whenever in the judgm;ent of the Director
of Central Intelligénce any person has engaged or is
~ about to engage in any acts or practices which con-

— . . i ) . SECTioMN,
stitute, or will constitute, a violation of this ttde, or

i @ny regulation or order issued thereunder, the Attorney

General on behalf of the United States may make appli-
cation to the appropriate court for an order enjoining

such acts or practices, or for an order enforcing

-3
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compliance with the provisions of this ‘ﬁgﬂé fg‘;: any
regulation or order is sued thereunder, and upon a
“showing by the Director of Central Intelligence that
-such person has engaged or is about to engage in’ any
such acts or practices, a permanent or temporary
| injunction, restraining order, or other order may

be granted.
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Comment

"Uhis section covers matters now dealt with in 18 U.S.C. § 2388. As
under cxisting law, the proscription is limited to conduct oceurring
in time of war and accompanied by an intent adversely to affect United
States military operations. The statement must be one of “fact”—that
is, snsceptible of proof of truth or falsity—as distinguished from

olitical opinion. See Pierce v. United States, 252 U.S. 239 (1920).
wee Working Papers, pp. 446-47, 448-50,

§ 1112. Espionage.

(1) Offense. A person is guilty of espionage if he:

(a) reveals national security information to a foreign power
or agent thereof with intent that such information be used in
a manuer prejudicial to the safety or interest of the United
States; or -

(b) in time of war, elicits, collects or records, or publishes or
otherwise communicates national security information with
intent that it be communicated to the enemy.

(2) Grading. Espionage is a Class A felony if committed in
time of war or if the information directly concerns military mis-
siles, space vessels, satellites, nuclear weaponry, early warning
systems or other means of defense or retaliation against catas-
trophic enemy attack, war plans, or any other major element of
defense strategy, including security intelligence. Otherwise
espionage is a Class B felony.

{3) Attempt and Conspiracy. Attempted espionage and con-
spiracy to commit espionage are punishable equally with the com-
pleted offense, Without limiting the applicability of section 1001
(Criminal Attempt), any of the following acts is sufficient to
constitute a substantial step under section 1001 toward comumis-
sion of espionage under subsection (1)(a): obtaining, collecting,
or eliciting national security information or entering a restricted
area to oblain such information,

(4) Definitions. In this section:

{a) “national security information” means information
regavding:

(i) the nilitary capability of the United States or of a
nution at war with a nation with which the United States
isatwar:

- (ii) military or defense planning or operations of the
United States;

(iii) military commaunications, research eor development

of the United States;

86
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(iv) restricted data as defined in 42 U.S.C. § 2014 (relat-
ing to atomic energy); .

(v} security intelligence of the United States, including
information relating to intelligence operations, activities,
plans, estimates, analyses, sources and methods;

(vi) classified communications information as defined in
section 1114;

(vii) in-time of war, any other information relating to
national defense which might be usetul to the enemy;

(b) “military” connotes land, sea or air military and both
offensive and defensive measures;

(¢) “foreign power” includes any foreign government, fac-
tion, party, or military force, or persons purporting to act as
such, whether or not recognized by the United States, any
international organization, and any armed insurrection within
the United States.

{d) “agent” weans representative, efficer, agent or employee
or, in case of a nation, a subject or citizen.

Comment

This formulation of espionage substantially carries forward exist-
ing espionage statutes, 18 U.S.C. §§7 93-798. The term “reveals” Is
used. in subsection (1) (a), however, to deal with problems raised in
connection with the transmittal of information in the public domain,
Tt permits a court to distinguish hetween the assembly and analysis of
such information so as to constitute a revelation, and the simplo
transmittal of, for example, a daily newspaper. The culpability re-
fgaimment of subsection (1) (a) is taken from 18 U.S.C. § 798. The

efinition of nationsl security information in subsection (4) (a) is
suggpested by judicial construction of existing law. Note the inclusion
of rostricted data under the Atomic Energy Act and of intelligence and
communications matters, now covered ?)y 42 U.S.C. §2274 and 18
U.8.C. §8 798 and 952.

Subsection (2) changes the grading scheme of existing law in a
manner similar to the change with respect to sabotage. See comment
to § 1105, supra. :

Subsection (8) grades attempts at the same level as the completed
offense, which will not always be the case under the general attempt
provision, §1001. By specifying conduct sufficient to constitute an
attempt (provided culpability is also present), this subsection elim-
inates the need for separate statutes dealing with those matters. cf.
18 U.8.C. § 793 (a) and (b).

See Working Papers, pp. 450-4.

§1113. Mishandling National Security Inf mation.

A person is guilty ef a Class C felony if{ in reckless disregard
of potential injury to the national security of the Unifed Stafes,
be:

389-626— T1—~8 87
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(a) knowingly reveals anational security information fo any-
one not authorized to yeceiveit;
(h) violates a known duty, to which he is subject as a public
servant, as to custody, care or disposition of national security
information or as to reporting an unlawful removal, delivery,
loss, destruction, or compromise of the security of such infor-
mation; or
(¢) knowingly having possession of a document or thing
containing fational security information, fails to deliver it on
deraand to o public servant of the United States entitled to
yecetve if. .
«National security information” has the meaning prescribed in
section 1112{4).
_ Comment

This section deals with reckless mishandling of national security
information in substantially the same manner as does existing law,
under 18 17.8.C. § 793(c) (d4) and (e) and other Title 18 provisions
addressed to communication with reason to believe the conduct may
injure the United States. T'his section also covers provisions on re-
stricted data under the Atomic Energy Act and provisions dealing
with intelligence and communications matters. See 42 U.S.C. §2274;
18 7.8.0. 88 798, 052,

See Working Papers, pp. 454-56.

§1114, Misuse of Classified Communications Information.
(1) Offense. A person is ruilty of a Class C felony if he
knowingly: -
(a) communicates classified communications - information
or otherwise makes it available to aa unauathorized person;
(b) publishes classified communications information; or
(¢) uses classified communications information in a manner
prejudicial to the safety or interest of the United States.
- (2) Attempt and Conspiracy. Atterapt and conspiracy to vio-
late this section are punishable equally with the completed
offense.
(3) Definitions. In this section:
(a) “communications /Anformation” means information:
(i) regarding the nature, preparation or use of any code,
cipher or cryplographic system of the United States or of
a foreign power;
(ii) regarding the design, construction, use, maintenance
or repair of any device, apparatus or appliance used or

85
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prepared or planned for use by the United States or a for-
eign power for cryptographic or intelligence surveillance
PUTROSes

(iii) regarding the intelligence surveillanee activities of
the United States or a foreign power; or

(iv) obtained by the process of intelligence surveillance

, frem the communications of a foreign power;

(b)- communications information is “classified” if, at the
time the conduet is engaged in, the communieations informa-
tion is, for reasons of national security, specifically designated
by a United States government agency for limited or restricted
dissemination or distribution;

(c) “code,” “cipher” and “eryptographie system” include,
in addition to their usual meanings, any metheod of secret writ-
ing and any mechanical or electrical device or method used for
tite purpose of disguising or concealing the contents, signifi-
cance or means of communications;

(d) “intelligence surveillance” means all procedures and
metheds uSed in the interception of communications and the
obtaining of information from such communications by other
than the intended recipients;

(e) “unauthorized person” means a person who, or ageney
which, is not autherized to receive communications/informa-
tion by the President or by the head of a United States govern-
ment agency which is expressly designated by the President
te engage in intelligence surveillance activities for the United
States;

(f) “foreign power” has the meaning preseribed in seection
1112(4).

(4) Congressional Use. This section shall not apply to the fur-
nishing, upon lawful demand, of information to any regularly
constituled commitice of the Senate or House of Representatives

4. of the United States or joint committee thereof. Inapplicability
wunder this subsection is a defense.

Convment

"This section substantially carries forward the provisions of 18 U.S.C.
§798. Subsection (1) (c), in present law, yeads: “. . . in a manner
prejudicial to the safety or interest of the United States or for the
advantage of any foreign power to the injury of the United States.”
The Iatter phrase has been dropped as surplusage. The present law
also contains the culpability requirement of “willfully,” as well as

89
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“Lnowingly;” but that requirement, which would probably be “in-
tentionally” under the Code formulations, has also been dropped. At
the same time, however, the offense is graded somewhat lower than
in present law (10 years), and the matters covered by this section
are explicitly included in the definition of “national security infor-
mation” in espionage (§1112), where intent to injure the United
States is required and grading s ab the Class A and B felony levels.

§ 1115, Communication of Classified Information by ¥Public
Servant.

(1) Offense. A publicservantor former public servant is guilty
of a Class C felony if he communicates classified information to
anagent or represenfative of a foreign government or to an officer
or member of an organization defined in 50 U.8.C. §782(5)
(communist” organizations).: «(lassified information” means in-
formation the dissemination of which has been restricted by
classification by the President or by the head of a United States
government agency with the approval of the President as affect-
ing the security of the United States.

{2) Defensss.

(a) 1t is a defense to a prosecution under this section that
the public servant or former public servant was specifically
authorized by the President or by the head of the United States
government agency which he served to make the communica-
tion prohibited by this section.

(b) It is an affirmative defense to a prosecution under this
section that the former public servant obtained the information
in a maaner unrelated to his having been a public servant or,
if not so obtained, it was not classified while he was a public
servant. :

Comment

"This section brings the provisions of 50 U.S.C. § 783 (b) into Title 18,
but extends the scope of the prohibitions to former public servants,
subject to an appropriate aflirmative defense, The section continues
existing law in requiring proof cnly of intentional communication of
classified information by a public servant to a foreign nation or the
proseribed ovganization. No defense of faulty classification is pro-
vided<An alternative provision, prohibiting communication of classi-
fied information by anyone, together with a defense of inappropriate
classification, has been considered. No need for a change from current
policy to a broader prohibition, long rejected by the Congress, appears
to have been established. See Working Papers, pp. 442, 450-53, 45456,
457-61.

90
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§1116. Prehibited Recipients Obtaining Infermation.

An agent or representative of a foreign government or an officer
or member of an organization defined in 50 U.S.C. § 782(5) (com-
munist organizations) is guilty of a Class C felony if he:

(2) knowingly obtains classified information, as defined in
section 1115; or
(b) solicits another to commit a crime defined in sections

1112, 1113, 1114 or 1115,

Oomment

This section is the counterpart of § 1115 for certain recipients of
sensitive information and provides Class C felony treatment of such
persons when they solicit violations of §§ 1112 to 1115. Sec Working
Papers, pp. 442, 450-56,457,455-61.

§1117, Wartime Censorship of Communications.

A person is guilty of a Class C felony if, in time of declared war
and in violation of a statute of the United States, or regulation,
rule or order issued pursuant therefo, he:

(a) knowingly communicates or attempts to communicate
with the enemy or an ally of the enemy;

(b) knowingly evades or attempts to evade submission to
censorship of any eommunication passing or intended to pass
hetween the United States and a foreign nation;

(¢) uses any code or device with intent to conceal from
censorship the meaning of a cemmunication deseribed in para-
graphs (a) and (b); or

(d) uses any mode of communication knewing it is pro-
hibited by such statute or regulation, rule or order issued
pursuant thereto.

Comment

This section brings into the Code the wartime censorship provisions
of the Trading With the Enemy Act (50 U.S.C. App. §3(c) and
(4)). The Trading With the Enemy Act refers to “declared war;”
and that limitation is continued here. See Working Papers, pp. 450-56,
457, 458-61.

§1118. Harboring or Cencealing National Security Offenders.
A person is guilty of a Class C felony if he knewingly harbors
or conceals another who has eommitted or is about fo commit
treason (section 1101), sabotage (section 1005), espionage (section
11312), or murder of the President or Vice President (section 1601).

91
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